Data security has a major role in the development of communication system, where more randomization in the secret keys increases the security as well as the complexity of the cryptography algorithms. In the recent years network security has become an important concern. Cryptography plays a vital role in the information security system against various attacks. Efficient and newer versions of cryptography techniques can help to reduce this security threat. The Advanced Encryption Standard is a strong symmetric key cryptographic algorithm which uses a number of table look ups to increase its performance. The Cache Timing Attack correlates the timing details for encryption under a known key with an unknown key to infer the unknown key. This paper proposes an extension of a public-key cryptosystem to support a private key cryptosystem which is a combination of Advanced Encryption Standard and ECC. The past results have been computed on the basis of AES key length as 128 bit and no. of iterations as 10.To increase competency and to minimize drawbacks this paper proposes a hybrid encryption scheme. The parameters to be studied will primarily focus on the key length, no. of iterations and the type of side channel attack to be implemented. The key length for this work has been increased to 192 bit and the no. of iterations taken will be 12.
Introduction
The ability to protect and secure information is essential to the growth of electronic commerce and data security. Cryptography is probably the most important technology for protecting data. AES, Advanced Encryption Standard, is a symmetric key encryption standard which is widely used to secure data where data confidentiality is an important and critical issue. Symmetric key (AES) has high efficiency that it is suitable for encrypting a relatively long plaintext. Elliptic curve encryption (ECC) is easy for key management that is suitable for key encryption and digital signature. A mixed encryption model based on ECC and AES is proposed in this paper, using ECC to encrypt and transfer AES key and thereby AES encrypts communication data 1 .
1.1Background
AES is a symmetric block cipher system which uses replaces or exchange network. The data block length and key length of AES can be varied according to the requirement. Three key lengths: 128, 192, 256, whose iteration cycle number is 10, 12 and 14 round respectively, are used. The AES algorithm mainly has three aspects: round change, turns and key expand. Every transformation of round is a collection of a non-linear layer, the linear mixture layer and addround key layer. AES encryption process is shown in ShiftRows Transformation: In this operation, there is no change in the bytes in the first row of the state. There is a cyclic shift of the second, third, fourth and fifth rows to the left by one, two, three and four bytes respectively 2 .
MixColumns Transformation: In this operation the bytes in each column are mixed by the multiplication of the state using a Since side-channel attacks rely on the relation between information leaked through a side channel and the confidential data, countermeasures fall into two major classes:
(1) Elimination or reduction of the release of any unwanted information and (2) Elimination of the relationship between the leaked information and the confidential data, which can be done by making the leaked information unrelated or uncorrelated to the secret data by implementing some sort of randomization of the cipher text in which the data can be changed in such a way that it we undo it after the decryption process is complete.
Symmetric key (AES) has high efficiency that it is suitable for encrypting a relatively long plaintext. Elliptic curve encryption (ECC)
is easy for key management that is suitable for key encryption and digital signature. A mixed encryption model based on ECC and AES is provided in this paper, using ECC to encrypt and transfer AES key and thereby AES encrypts communication data 3 .
1.2Advantages of AES-ECC Hybrid Cipher Algorithm
Encryption devices have additional output and input information like information about the time of processing the data which can be used by side channel attack, thus they result in a huge threat to the security of many cryptographic systems 4 . Our motivation for this work is to emerge with an efficient mitigation approach for solving data security issues in the algorithms that are prone to such attacks by implementing a hybrid encryption algorithm that tries to solve the problem of safety in the communication.
Due to AES key which is encrypted by ECC and transmitted for data communication, there is no need to send private secret key before communication.
Confidential management of keys is like the same way of ECC, the only need is to keep the confidential management of decryption key.
The objective of this work is to implement a hybrid encryption algorithm, which is an amalgam of Advanced Encryption Standard (AES) and Elliptical Curve Cryptography with encrypted keys for secure key exchange and enhanced cipher-text security 5 . Our study is also focused on verifying Cache Timing Attack and investigating some of the countermeasures by implementing them. This model will aim at providing the security client server data communication environment.
The time consuming encryption of the full data block again by ECC will be managed by just encrypted over the AES key by ECC, thus security of the symmetric key used will be further increased by encrypting it. The timing information for the side channel attacks will be taken by correlating the timing details for encryption under a known key with an unknown key to infer the unknown key. Effective countermeasures against the timing side channel attack will also be assessed depending on their efficiency 7 .
. The Cache Timing Attack correlates the timing details for encryption under a known key with an unknown key to infer the unknown key.
In this work, an improved AES algorithm will used to encrypt plaintext and ECC algorithm is then applied to encrypt the AES key thereby increasing overall security of the system by implementing software based countermeasures to prevent possible vulnerabilities posed by the timing side channel attack. For further efficiency of the encryption of data , a higher order of AES will be implemented having the key size of 192 bit and with 12 rounds of iterations as compared to the basic AES model which has 128 bit and 10 rounds of iterations.
2.1System Architecture 2.2 Proposed Algorithm
a) The data block which the user wants to send is encrypted for security purposes.
b) The algorithm used for encryption of the data is AES.
c) The AES key generated is further encrypted with Elliptic Curve Cryptography (ECC).
d) The generated key is provided to the user which will be used to decrypt the AES key block at the time of decryption.
e) The total time of encryption of the data block is calculated and stored. f) After decrypting the AES key, the encrypted data is further decrypted by the AES key block into its original format for the user to access it.
g) The attacker module will calculate the time for response of encrypted output from server by using various random keys along with a valid key.
h) In the correlation program of the attacker module comparison of the timing details for both the cases is done and it generates the possible key space according to the timing details which will be used to determine the correct key combination. 
Expected Outcomes
a) The project implementation begins with the design of the block diagram for hybrid encryption using AES and ECC, to verify how the two algorithms will be linked in the system with its GUI requirements. b) To test and analyse the block diagrams by integrating the block diagrams and comparative study of hybrid mechanism for AES and ECC. This will be followed by implementation of AES key block and encryption of data. 
Results
The results shown below include the encryption performed on a text document as input using Advanced Encryption Standard 192-bit in which the key has been given by the user and the no. of iterations used for AES are 12.The following images show the output of the encryption round-wise. In the figure 4.1, the user is asked to input the dynamic key and to select the text document which he wants to encrypt using AES.
After giving the key and the text the user has to click on the "encrypt" tab so as to start the encryption process for the given data.
The results of the encryption can be seen after that. .4 shows that the dynamic key is used for the encryption process under AES algorithm, the key is said to be dynamic because it has been taken from the user and is not static in the code, thus according to the requirement of the user the key can be changed.
Conclusion
AES which is a symmetrical encryption algorithm uses a series of table look ups to increase its efficiency of performance. Since these tables do not fully occupy into the cache, cache hits and misses are common during the encryption process which causes various look up times and encryption times that change according to the input text and the encryption key . The Cache Timing Attack correlates the timing details for encryption using a known key and also with an unknown key to infer the unknown key. In this work, an improved AES algorithm will used to encrypt plaintext and ECC algorithm is then applied to encrypt the AES key thereby increasing overall security of the system by implementing software based countermeasures to prevent possible vulnerabilities posed by the timing side channel attack. For further increasing the efficiency of the encryption of data, a higher order of AES will be implemented having the key size of 192 bit and with 12 rounds of iterations as compared to the basic AES model which has 128 bit and 10 rounds of iterations. 
